
Ithaca Housing Authority
ENTERPRISE INCOME VERIFICATION (EIV) PROCEDURES
FOR PUBLIC HOUSING AND SECTION 8

SECURITY AWARENESS MEASURES
The authorized users of the EIV system will adhere to the following procedures:
· EIV reports will be kept in the tenant/participant file and those files will remain secure at all times. The secure location is the filing cabinets in the locked Section 8/Public Housing filing room. The Section 8/Public Housing filing room shall remain locked at ALL times. If an authorized user of EIV is working on a particular file, the file will be locked in their office when they are absent from their office.
· EIV users are prohibited from sharing their EIV computer logon and password information. 
· EIV users will never leave EIV data displayed on their computer screens. If an authorized EIV user is viewing EIV data and an unauthorized person approaches the work area, the authorized user will minimize or close the EIV screen.
· EIV users shall not save any EIV data to a computer hard drive or any other automated information system.

· EIV users shall not override the authorized access levels by providing EIV data to others who have limited or no access to the data.

· EVI users shall retrieve computer printouts as soon as they are generated so that EIV data is not left lying unattended in printers where unauthorized persons may access them.

· Once the EIV data has been printed and used for income verification purposes, it will be placed in the tenant/participant file which will be kept in the locked S8/PH filing room. Inactive files will be kept for three years in the locked S8/PH and then they will be shredded.
· Improper disclosures of EIV information shall be reported directly to the Executive Director. The Executive Director shall investigate all reported incidents and if improper disclosure has occurred, disciplinary action will be taken immediately.  All incidents will be documented and placed in the employee’s personnel file.
· Unauthorized access or a known security breach will be reported immediately to the PHA Executive Director, who in turn, will report it immediately to HUD-Buffalo staff.
· These security measures have been and will continue to be discussed during periodic Section 8 / Public Housing meetings.


















